Uputstvo za obnovu sertifikata

Obnovu sertifikata moze da uradi samo osoba koja ima administratorska prava na radunaru. Takode,

neophodno je da na raCunaru imate program koji Vam omoguéava raspakivanje zip fajlova.

1. Kako bi ste pokrenuli postupak obnove sertifikata potrebno je da preuzmete Digital Enrollment Wizard

aplikacija sa dole navedenog link i ispratite dalje korake.

Ukoliko vec¢ imate instaliranu Digital Enroliment Wizard aplikaciju potrebno je da je deinstalirate i
instalirate dole navedenu.

[ Digitrust Enrollment Asseco SEE

https://www.bancaintesa.rs/upload/DigEnrollWiz_1.0.10.0.zip

2. Otvorice se prozor kao u nastavku.
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3. Potrebno je otpakovati instalaciju desnim klikom na Extract All ili klikom na Extract sa slike u nstavku:
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4. Nakon toga, kliknite na setup (instalaciju pokreéete tako $to setup oznacite desnim klikom i idete na

opciju Run as administrator)
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https://www.bancaintesa.rs/upload/DigEnrollWiz_1.0.10.0.zip

5. U okviru sledeca tri prozora, koji ¢e se otvarati jedan za drugim, odaberite opciju Next.

ﬁ Digitrust Enrollment — X

Welcome to the Digitrust Enrollment Setup Wizard (7

The installer will guide you through the steps required to install Digitrust Enrollment on your computer.

WARMING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in gevere civil
or criminal penalties, and will be prosecuted to the maximum extert possible under the law.

Cancel < Back [ et >

# Digitrust Enrollment - X

Select Installation Folder >,

The installer will install Digitrust Enrollment to the following folder.

Tao install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files [x86 A zzeco SEE\Digitrust Enraliment’, Browse...

Disk Cost...

Ingtall Digitrust Enrollment for yourself, or for anyone who uses this computer:

() Everyone
(®) Just me

Cancel < Back

‘E Digitrust Enrollment -

Confirm Installation

The installer is ready to install Digitrust Enrollment on your computer.
Click "MNext" to start the installation

Cancel < Back Next >




6. Potom se otvara prozor s informacijom da je uspes$no instaliran Digtrust Enroliment, nakon ¢ega treba
da odaberete Close.

# Digitrust Enrollment -

Installation Complete

Digitrust Enrollment has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the NET Framework.

Cancel < Back

Na ovaj nacin ste na raCunaru instalirali Digitrust Enroliment koji vam je neophodan za obnovu sertifikata.

7. Nakon instalacije, na desktopu se pojavljuje shortcut za aplikaciju, koji izgleda kao na slici ispod.

Digitrust
Enrollme...

Takode aplikaciju mozete pokrenuti iz Start menija u okviru Windows-a:

l Asseco SEE

B Digitrust Enrollment Wizard




8. Nakon pokretanja aplikacije s desktopa otvara se pet prozora, jedan za drugim (kao na slikama u
nastavku), u okviru kojih je potrebno izabrati opciju Dalje.

Digitrust arobnjak - cbnavljanje sertifikata — >

Dobrodosli u Digitrust Enroliment éarobnjak
Digitrust enroliment ¢arobnjak je aplikacija za obnovu sertifikata m m ﬂ

Digitrust Enroliment Earobnjak je vodié kroz proces obnavijanja sertifikata na smart
kartici

Korisnicima elektronskog bankarstva Eiji je digitalni sertifikat pred isticanjem ili je
istekao omoguéeno je da automatizovano obnove sertifikat na svojim smart
karticama.

Potrebno je da ubacite vasu smart karticu u éitac i aplikacija ¢e vas sama voditi kroz
proces obnavijanja sertifikata. Ceo proces se sastoji iz nekoliko koraka i traje par
minuta.

< Nazad lzlaz

Digitrust carobnjak - obnavljanje sertifikata — x

Inicijalna provera

Provera Digitrust sistema m m ﬂ

U koraku inicijaine provere proverava se dostupnost sistema koji je zaduZen za
obnavjanje sertifikata

Provera sertifikacionog tela ...

Putanja do servisa: hitps:/firust.bancaintesa.rs/migrationweblsernvice.asmx

< Nazad lzlaz

Digitrust arobnjak - obnavljanje sertifikata — X

Inicijalna provera
Provera Digitrust sistema ﬂ ﬂ ﬂ

U koraku inicijalne provere proverava se dostupnost sistema koji je zaduZen za
obnavljanje sertifikata

Sertifikaciono telo je spremno za obradu zahteva za obnovom. v

Putanja do servisa: |hitps:/trust bancaintesa.rs/migrationweb/sernvice.asmx |

o | e

Napomena: ukoliko se ne prikazuje gore navedena putanja do servisa, unesite je
rucéno https://trust.bancaintesa.rs/migrationweb/service.asmx



Digitrust carobnjak - obnavljanje sertifikata — x

Provera digitalnog sertifikata

(':ilanje sertifikata sa kartice i provera u sistemu. mm ﬂ

Citad smart kartice: Gemalto USB Smart Card Reader 0
Validan od: 15.08.2018 14:19 Validan do: 05.06.2020 11:37
Serijski broj sertifikata: 015F4C

Subject name polje CN=STEFANIDA POKOVIC +

Citanje sertifikata sa kartice.
Provera izdavaoca serifikata sa kartice

Provera sertifikata u serifikacionom telu.

NN Y

Provera perioda u kojem je dozvoljena obnova.

Digitrust carobnjak - ocbnavljanje sertifikata — x

Proces obnavljanja sertifikata
Generisanje zahteva za sertifikatom i slanje sistemu na obradu. ﬂ m ﬂ

U ovom koraku generie se zahtev za izdavanjem sertifikata i alje Digitrust sistemu
na obradu.

Makon validacije zahteva sistem izdaje nov sertifikat koji ¢e se importovati na karicu.

Pritisnite dugme Dalje za startovanje procesa ...

9. Zatim se otvara prozor, u okviru kog je potrebno uneti PIN za karticu, koji koristite za logovanje na
e-banking aplikaciju, i odabrati opciju OK.

Enter PIM

To log in to "e-banking™

Enter PIN: |

W Minimum PIM length 4 bytes
+  Maximum PIN length 15 bytes

K Cancel

Nakon toga, za odredene vrste kartica, pojaviCe se prozor iz nastavka, gde je takode potrebno da
unesete isti PIN

Windows Security X

Smart Card

Please enter your authentication PIN.

pin

Click here for more information

oK Cancel




10. U prozoru koji se potom otvara, odaberite opciju Dalje kako bi po¢eo proces upisa sertifikata na
karticu.

Digitrust Earcbnjak - cbnavljanje sertifikata — *
Import sertifikata
Import obnovljenog sertifikata na smart karticu. ﬂm |

Digitrust sistem na osnovu zahteva izdaje serifikat. U ovom koraku se importuje novi
sertifikat i briZe stari.

MNe vadite karticu iz éitada dok traje proces.

Preqgled izdatog sertifikata ...

Kliknite na dugme Dalje da biste zapoceli proces upisavanja sertifikata
na Karticu ...

< Nazad lzlaz

11. Nakon uspes$no upisanog sertifikata, otvara se prozor, u okviru kog birate opciju Kraj, ¢ime je
postupak obnove sertifikata zavrSen.

Digitrust carebnjak - obnavljanje sertifikata - X
Import sertifikata
Import obnovijenog sertifikata na smart Karticu. ﬂﬂ |

Digitrust sistem na osnovu zahteva izdaje sertifikat. U ovom koraku se importuje novi
sertifikat i bride stari.

Ne vadite karticu iz éitaéa dok traje proces.

Pregled izdatog serifikata ...

Sertifikat je uspe$no upisan na karticu. "
-
< Nazad Krgj | | lzlaz |

12. Ukoliko vam se nakon obnove sertfikata, prilikom logovanja na aplikaciju OfficeBanking, javi neka od
sledecih poruka:

- Sertifikat nije validan,

- Provera lanca sertifikata nije prosla,

- Proverite da li imate sve neophodne sertifikate instalirane na vaSem radunaru,
neophodno je da instalirate ponovo sertifikate naSe Banke prema uputstvu iz nastavka.



Kliknite na link ovde koji ¢e vas voditi ka samoj instalaciji, preuzmite ga i dvoklikom ga otvorite, i
instalirajte sertifikate prikazane na slici u nastavku.

MName h Type Compressed size Password .. Size Ratio Date modified
(= Banca Intesa ad Beograd Intermediate CAd.cer  Security Certificate 2KBE Mo 2KB 30%
[l Banca Intesa ad Beograd Intermediate CAS.cer  Security Certificate 2KB Mo 2KB 31%
[l Banca Intesa ad Beograd Intermediate CAG.cer  Security Certificate 2KB Mo 2KB 31%
[ Banca Intesa ad Beograd Root CA 2.crt Security Certificate TKE Mo TKBE 18%
[l Banca Intesa ad Beograd Root CA 3.cer Security Certificate 1KB Mo 1KB 18%
W5 Instalacija sertifikata Banca Intesa Beograd.doc  Microsoft Word 97 - 2003 ... 34 KB MNo 388KB 2%
] 9

Potrebno je instalirati :
1. Banca Intesa ad Beograd Intermediate CA5.cer
2. Banca Intesa ad Beograd Intermediate CA6.cer
3. Banca Intesa ad Beograd Root CA 2.crt
4. Banca Intesa ad Beograd Root CA 3.cer

Dvoklikom na jedan od sertifikata otvara se opcija Open.

Open File - Security Warning *

Do you want to open this file?

Mame: ..ificates \Banca Intesa ad Beograd Intermediate CAG.cer
# Publisher: Unknown Publisher
Type: Security Certificate
From: C\Users\stojan\AppData\Local\Temp\Temp1_Certifica...

While files from the Internet can be useful, this file type can potentially
l\”l harm your computer. If you do not trust the source, do not open this
v :

- software. What's the risk?

Nakon toga, odaberite Install Certificate.

n  Certificate X

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» All application policies

Issued to: Banca Intesa ad Beograd Intermediate CAG

Issued by: Banca Intesa ad Beograd Root CA 3

Valid from 04,01,2022, to 04.01,2023,

Install Certificate... | | Issuer Statement



https://www.bancaintesa.rs/dam/jcr:7f845720-03d5-4f09-b2bf-033070ae5d1a/Certificates_.zip

Store Location Current user - Next.

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revacation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location
@y
() Local Machine

To continue, dick Next.

Next Cancel

Za Intermediate sertifikate ( CA5 i CA6) odaberite Automatically select- Next, zatim Finish

& L% Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate,

® Automatically select the certificate store based on the type of certificate!

(O Place all certificates in the follawing store

Browse...

MNext Cancel

Certificate Import Wizard X

o The import was successful.

&«

£* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the follawing settings:

ENTEEEE Automatically determined by the wizard

Content Certificate

Cancel

Za root sertifikate (CA 2 i CA 3) potrebno je da odaberete- place all certificates in following store

kliknite na browse i odaberite Trusted root certification authority i idite na next.



Select Certificate Store >

Select the certificate store you want to use,

| Personal ~
R Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers
1 intrsted Cartifirates

[ ] show physical stores

Cancel

Security Warning - Yes

Security Warning

You are about to install a certificate from a certification
authority (CA) claiming to represent:

Banca Intesa ad Beograd Root CA 3

Windows cannot validate that the certificate is actually from
“Banca Intesa ad Beograd Root CA 37, You should confirm its
origin by contacting "Banca Intesa ad Beograd Root CA 37,
The following number will assist you in this process:

Thumbprint (shal): 348625E2 FO1ETADG 23071080 DFS66GEE
QAESDEEA

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“¥es” you acknowledge this risk.

Do you want to install this certificate?

| Yes | E Mo i

o# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:
‘ Trusted Root Certification Authorities

Browse. .

Mext Cancel

Certificate Import Wizard >

o The import was successful.

Potrebno je da se instaliraju sva Cetiri sertifikata.



